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Constituents have been writing me with concerns about viruses, hackers, and online scams. I wanted to take a few minutes to let you know that I understand your concerns and inform you that during October - deemed National Cyber Security Awareness month – it is important to emphasize safe computing practices.  


The Internet is a new and powerful medium.  We can find information with the click of a mouse and communicate with family members across the country and around the globe.  These possibilities offer families a wealth of opportunities.


In the information age, children are growing up surrounded by technologies that we never imagined.  Many of them seem to navigate these technologies with more ease than many adults.  Yet, children, as we all know, still need guidance.  


I am writing to assure you that even a “computer-illiterate” parent can help a child learn to use the Internet safely.  


As with all good parenting, the most important thing is to spend time with your child. Sit down in front of the computer and explore the Internet together.  Perhaps your child can show you all of the fun things she has been learning. 


Talk with your child about what is good and what isn’t so good about the Internet.  With time, you will begin to understand your child’s experience, and your child will learn essential critical thinking skills.  As he surfs around on the Internet, making decisions about how to find valuable information, what information is good, and how to stay safe, he will gain priceless practice in critical thinking.  These skills will stay with him for a lifetime and may be the most valuable thing he learns from spending time on the Internet.


Here are some other basic things you can teach your child about the Internet:


--Tell her never to give out her personal information over the Internet.  This includes her full name, her address and telephone number, email address, photo and where she goes to school.


--Instruct her never to agree to meet someone she met on the Internet.


--Teach her never to open emails or instant messages from people she doesn’t know or trust.


--Instruct her to inform you about anything she encounters on the Internet that makes her feel uncomfortable.


These simple tips can help you and your child feel good about using the Internet.  Your child has a lot to gain from understanding the Internet and being able to navigate it well.

















We are using the Internet more and more everyday.  At work, at school, in our homes, we use the Internet for both work and play.  We use it to communicate with friends, family, and even strangers across the globe.  We use it to search for information from today’s weather to the newest medical treatments.  We use it to shop, to bank, and to pay our bills.


While the Internet has made our lives easier and more fulfilling in many ways, many of us worry about this free and constant flow of information.  Who else may be seeing what we do online?


You will be glad to know that there are many things you can do to keep your information more private. 


First, never send your personal or sensitive information via e-mail, particularly financial information. If you receive an e-mail message purporting to be from your financial institution, contact them directly. It is growing more common for crooks to send out phony "phishing" e-mails that look like legitimate correspondence to fool you into giving up your information.


When shopping online, make sure credit card transactions are securely encrypted.  Be careful with your passwords by using different passwords for transactions with different companies and by keeping your passwords private (don’t share them with anyone).  Only provide the information that is necessary to complete the transaction, and make sure you are dealing with a reputable company before doing even that.


It is important to know that email is not necessarily private.  It can easily be forwarded from one person to many others.  Therefore, use prudence when deciding what information to include in an email.


There are many more tips at � HYPERLINK "http://www.GetNetWise.org" ��www.GetNetWise.org�/privacy. This Web site also has databases to assist you in finding products and services.
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Unsolicited commercial e-mail, a.k.a spam, is clogging many people’s inboxes.  There are many things you can do to help take control.


For example, use a unique email address that is not easy to guess.  Some spammers use “dictionary attacks” to mass mail hypothetical email addresses.  Using an email address that includes both letters or numbers or that is more complicated than � HYPERLINK "mailto:yourname@hotmail.com" ��yourname@hotmail.com� may help.  If you chat online, use a screen name that is different than your email address.


Use multiple email addresses.  Keep one email address to give out to family and friends.  Do not post it on the Web or give it out to businesses.  You can sign up for one of the free Web-based email accounts to complete transactions over the Web, etc.  If you get spammed, you can change that email address without disrupting your communications with family and friends.  There are even tools available that will give you a new email address every time you are asked to fill out an online form.


Mask your email address.  If you decide you must post your email address online, mask it so that it will not be harvested for spamming.  You can do this by using HTML code or by writing your email address in such a way that humans will understand, but machines will not.


Check the Privacy Policy when you submit your email address to a Web site.  The Privacy Policy will tell you how the Web site intends to use your email address—if they will give it to third parties, etc.


And remember, if it sounds too good to be true, it probably is.  Don’t fall for scams.  Think twice before you click on a message, and especially, before you respond.


Visit the Internet Education Foundation, neted.org where you will find GetNetWise.org for more specifics on avoiding spam and other great tips.
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Spammed!











A Note to Parents (continued)











“Critical thinking skills…may be the most valuable thing [your child] learns from spending time on the Internet.”
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Anonymizer - An anonymizer is essentially a shield between your computer and the Internet that relays Web traffic through an intermediary server. It hides personally identifying information--such as IP address, browser software used, surfing patterns, etc.--from any Web site you visit, and prevents sites from adding any cookies or other files to your computer. Anonymizers working in the same way as many firewalls.





Bandwidth - The rate at which information travels through a network connection, usually measured in bits per second, kilobits (thousand bits) per second, or megabits (million bits) per second.





Browser - A program that allows a user to find, view, hear, and interact with material on the World Wide Web. Netscape Navigator and Microsoft Internet Explorer are examples of popular browsers.





Chat - A feature offered by many online services or Web sites that allows participants to "chat" by typing messages which are displayed almost instantly on the screens of other participants who are using the chat room. Chatting is one of the most popular uses of the Internet. Generally the participants remain anonymous, using nicknames or pseudonyms to identify themselves online.





Filtering software - Software that screens information on the Internet and classifies its content. Some filtering software allows the user to block access to certain kinds of content.





Firewall - Hardware or software that secures computer files by blocking unauthorized access.





IM (Instant Message) - Technology similar to that of chat rooms, which notifies a user when a friend is online, allowing them to "converse" by exchanging text messages.





IP (Internet Protocol) - The computer language that allows computer programs to communicate over the Internet.





ISP (Internet Service Provider) - A company that sells direct access to the Internet, most often through dialing a local phone number. Unlike some online services, ISPs provide little or no proprietary content or online services.





Monitoring software - Software products that allow a parent or caregiver to monitor or track the Web sites or e-mail messages that a child visits or reads, without necessarily blocking access.





Phishing - The latest Internet scam in which crooks send out spam e-mail that mimics the look and style of correspondence from major companies in an attempt to fool the recipient into divulging passwords and other personal information.





Search engine -A tool that enables users to locate information on the World Wide Web. Search engines use keywords entered by users to find Web sites which contain the information sought. Some search engines are specifically designed to find Web sites intended for children.





Software - A computer program that provides the instructions which enable the computer hardware to work. System software, such as Windows or MacOS, operate the machine itself, and applications software, such as spreadsheet or word processing programs, provide specific functionality.





Spam - Unsolicited "junk" e-mail sent to large numbers of people to promote products or services. Sexually explicit unsolicited e-mail is called "porn spam." Also refers to inappropriate promotional or commercial postings to discussion groups or bulletin boards.





Web - The World Wide Web. An Internet system to distribute graphical, hyper-linked information, based on the hypertext transfer protocol (HTTP). The World Wide Web is also known as WWW or W3. The Web is not synonymous with the Internet; rather, it is just one service on the Internet. Other services on the Internet include Internet Relay Chat and Newsgroups. The Web is accessed through use of a browser.





Worm - A type of virus that replicates itself over a computer network, consuming computer resources and slowing operations. Worms usually install onto a computer and do their damage without the user's knowledge. Software such as Norton Antivirus prevents viruses and worms and also help to clean infected files.





More glossary terms and definitions available at GetNetWise.org/glossary.















































Spam has grown exponentially in the past few years In May 2004, it was reported more than 80% of all emails in the United States were spam.
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Glossary of Some Important Internet Terms








GetNetWise





GetNetWise is a great resource created to educate consumers about the Internet.  Originally founded to promote children’s online safety, GetNetWise has recently been expanded to include sections on Spam, Privacy and Security.  It is filled with useful, easy-to-understand information, including helpful tips and tools databases that can help you find the products and services that are right for you.  Please visit its Web site at:





www.GetNetWise.org





You may have gone fishing, but have you ever been "phished?"
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Use this space to talk about yourself, your office, and your activities.
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