Computer Security Newsletter Article:

Constituents have been writing me with concerns about viruses, hackers, and online scams.  I wanted to take a few minutes to let you know that I understand your concerns and inform you that during October – deemed national Cyber Security Awareness month – it is important to emphasize safe computing practices.  

Computer security is an extremely important issue.  There are many tools and tips for protecting your home or office computer.

One important tip that you should remember is to always use anti-virus software and keep it up to date. The next and equally important tip is to always use a firewall. Thirdly, be aware of the risks to your computer when you share e-mail, files, or your wireless connection.  Always remember to use unique passwords and don’t share them with anyone. Never send personal or sensitive information over e-mail. Lastly, take immediate action if you think that you have been scammed by a phisher or infected by a virus.

I encourage you to learn more about protecting yourself. Using simple precautions and good judgment will lead you one step closer to ensuring the security of your computer.

If you access the Internet using a high speed or broadband Internet connection (such as a cable modem or DSL), you need to be especially vigilant about computer security and take additional precautions. Dial-up users should also take precautions and develop the security habits that will protect your computer files now and when you move to broadband.

One very important and easy step to take is to update your operating system software with the latest security patches. You can set your operating system to automate these updates to be sure you have the latest security patches.

Take advantage of software updates. The makers of most major software applications provide free updates known as security fixes, patches and service packs. Your operating system (OS) should always be kept up to date with the latest security patches and both Apple and Microsoft, two leading OS makers, make it easy to update your software.

Be aware when online. Don't respond to suspicious e-mails that might be phishing for your personal information. If you receive an urgent email asking you to "confirm" or "authenticate" accounts with an online business, contact the company directly. Never, ever send your personal information via e-mail.

Always take action; if you feel that your computer has been infected by a virus, immediately disconnect it from the Internet (unplug the phone or cable line). Use a non-infected computer to download up-to-date virus software. Then run the anti-virus program to clean up the problem. Remember to always keep your anti-virus and firewall software up-to-date and running in the background to prevent problems.

If you've been phished, contact the companies with whom you have the accounts immediately. And always report serious intrusions, hacks or viruses: After you have taken the initial steps, report serious incidents to your Internet Service Provider or the Federal Trade Commission. You should not feel helpless when your security is at risk.

I hope that this information will be helpful to you and that you take these precautionary steps to ensure your security. Together we can protect ourselves from computer viruses and hackers!
