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_SUMMARY

Cyber crime costs corporations, small businesses,
governmentgenciesandconsumersillions of dollarseach
year. A personwho has neverlogged onto an Internet
websiteis still at risk if the entitieswho have their data
(doctors,banks,retail stores,etc.) use computernetworks.
Modern computer networks feature several enabling
weaknesseshat make the task of a cyber attackermuch
easier. This fact sheetdiscusseswo specificcybersecurity
weaknesses, and ways to improve their security posture.

_COMPUTER AND USER IDENTIFICATION

Computersare not requiredto have unigue identities that
canbe evaluatedat the time a computerattemptsto connect
to a targetnetwork. The Departmentof Defensedoesnot
allow just anyoneto walk into an installation becausethe
personshowsup at the gate. The personmust identify
himself and mustbe found to be authorizedto be presentat
the installation. Computernetworksdo not makea similar
demand of a computer that demands access to a network

Off-the-shelf technologyexists today that can provide a
unique identity to a computerand which can then be
evaluatedby a network when a computertries to connect.
TPM, or TrustedPlatform Modules, use a kind of digital
passportr Ocertificate@hat can be installedin authorized
PCsof thatnetwork, therebyallowing only authorizedPCOs
access. Further,thesedigital certificatescan be issuedto
specificusersof authorizedPCs,andusedin muchthe same
way. When the digital certificateis demandedthe TPM
requiresthe personat the keyboardto authenticatebefore
allowing access.If a userof anauthorized®C, cannotshow
they arean authorizeduserof that PC andthat network, the
connectioncan be denied. This approachblocks one
significant vector of cyber-attack- the hackertrying to
break into the private network of a victim companyor
agency.

_TARGETED COMPUTER THEFT

Another methodof attackis to targetand steal laptopsof
interest. The newsis full of storiesaboutmissingor stolen
laptopscontainingcustomeror personaldata. Somedata
suggestH% of companylaptopsgo missingeachyear. A
targetedtheft might not evenbe identified assuch,just one
morerandomlystolenPC. In a caselike this, thedataon the
drive is the target.

The foundation of defensefor this datais encryption.
Computerencryptionwith eitherhardwareor software,can
be usedto createa kind of cyber safetydepositbox. The
information that is encryptedcan only be accessedoy
someone holding the correct electronic key.

¥ Example. If someonestealsa computerwith an
encrypteddrive, while the PC is turnedoff or in
hibernate thenthe dataon the computercannotbe
accessed and is SAFE.

Within the security industry there are well understood
practicesfor the useof encryption. New encryptingdrives

addan additionalcostof approximately$25 to the purchase
of a computer,and can provide encryptionthat the NSA

sanctionsas good enough for Top Secret clearance.
However, encryption can also cause problems.

¥ Example:If the electronickey is lost, or the drive
is damagedr the passwordorgotten,the dataon
the drive is gone, FOREVER.

Encryptiontechnologycreatesnew securityopportunitiesto
provide inexpensive yet very high quality protectionfor
data on any laptop, when it is used correctly.

_LEVELS OF SECURITY

Thereare a broadrangeof opportunitiesthat agenciesand

businessesan take to improve their security posture.
Simpleenforcementf securitybestpracticessuchasthose
required under the payment card industry (PCI) data
security standardhasvalue when consideringcyber attack.

The PCI Data Security Standarddirects a company to

implementa setof 12 securityBestPracticedn 6 categories
and is consideredgood basicIT security. Similar to the

value of an effective civil defense,thesebest practices
create difficulties for an attacker.

Implementingcyber security procedurescan be daunting,
expensiveandtime consuming. Businessesvho spendless
on cybersecurityare easierto compromiseandaretherefore
more attractive targets for attackers. In general, a
companyOsecuritypolicy is not a consideredor accesgo
big, important networks, (healthcare banking, etc.). A
companywith weak securitycan be usedby an attackerto
gain accesgo thosenetworks. Inexpensiveand meaningful
solutions for businessespecially small business,is an
important part of securing intersecting computer networks.



